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Welcome

QualysGuard Malware Detection Service (MDS) Enterprise Edition is a new subscription service for
organizations that need to scan and monitor a large number of sites for malware.

You’re invited to take a 30 day trial of the QualysGuard MDS Enterprise Edition. At the end of the 30
days if you do not wish to purchase this new service, you will continue to be able to scan a single site free
of charge (the first site that was added). You always have the option to upgrade to the QualysGuard MDS
Enterprise Edition after the trial ends if you want to regain the ability to scan multiple sites.

After accepting Terms & Conditions, a Welcome page appears with links to a number of resources
explaining the enhancements to MDS and the many benefits of the QualysGuard MDS Enterprise Edition.

@uavsGuaro
MDS - Help~ Patrick Slimmer ~ Log Out

30 days remaining in your trial. Upgrade now

Welcome to the
QualysGuard Enterprise Malware Detection Service (MDS)

Enterprise MDS is a subscription service for organizations that
need to scan and monitor multiple sites

How it works:

Ty itout
“You have been entered into our 30 day Enterprise MDS trial giving you the ability to scan and
monitor multiple sites for malware

You decide
At the end of 30 days if you do not wish to purchase the Enterprise MDS senice, you will
continue to be able to scan a single site free of charge - the first site you entered

Upgrade anytime
You will always have the option to upgrade to the Enterprise MDS service if you want to regain
the ability to scan and manage multiple sites after the trial ends

Qualys has created a number of resources to help you better understand how to use the new
features as well as how you can benefit from subscribing to Enterprise MDS. Please review the
resources presented here or visit our website at v qualys com/mds to leam mare

QualysGuard MDS Video Series »

The Malware Detection Senice videos can help you
quickly get to know MDS. The videos provide a
quick high level overview, show off the new Web 2.0
Ul features that make it so easy to use, and also
provide task oriented step by step instruction for
the most common workflows. The videos are short
and to the point so you will be able to get right to
work after watching them

MDS Introductory Content »

This content will help you leam more about the
Malware Detection Service (MDS). Documentation,
screenshots and links to content provide you with
resources to ensure your organization can take
advantage of all the features of MDS Enterprise
Edition.

Jain the Qualys Malware Community >

Come join other MDS users on the QualysGuard
community where you can get updates on new
MDS features that are being planned, get answers
to questions and find other MDS related resources.

Get Started

Click the Get Started button to start using the QualysGuard MDS Enterprise Edition service. Let’s take a
look now at the new user interface and how to get started.
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Dashboard

When you log into the service, the first screen to appear is your dashboard. The dashboard provides a
comprehensive view of your scan activity based on the most recent scan results. If no scans have been
launched in your subscription, then there will be no data to report.

@uarysGuarp:
MDS - Help ~ Palrick Slimmer ~ Log Out
Dashboard Scans Reports Assets KnowledgeBase
Dashboard Total Sites Infected Sites Total Infections Add Site
Last login: 14 Feb 2012 4 1 21
0 scane since last login
Infections Detected Infected Sites W
Date range 14 days My Site: .
a5 http: v wew. mysite. comidemo 2tinfectons (TN
]
g 36
=
g 27
B
e 18
: |
i | | o
0
Thi Fri ul on Tue Wed
Per Day (GMT timezone}
Your Last Scans Viewall B Your Upcoming Scans e

Scan Scan Date ~ Status Severity Scan name Starts Occurs

Corp Site
Daily Scan - Demo Site . . . 14Feb2012 DALY
SAFE S
Nt et o 14Feb2012  Finished http:fivew w mycorpsite. com
Daily Scan - Demo Site
Weekly Scan (Mon, Wed, Fri) . htp: /I vrw.mysite2.com
13Feb2012  Finished [N
htg:H v ve wemysite. comidemo Weekiy Scan (Mon, Wed, Fri)

hittp:hfw w w.mysite.com/demo

15Feb2012 DALY

15Feb2012  WEEKLY
Corp Site :
himifvews v mycorpske.com 13Feb2012  Finished [SAFE
e 13Feb2012  HostHo.. —
hitpiffvwvew.prod.com

Scan My Site - Feb 13

http:/fv wew. mysite. comidemo 13Feb2012  Finished [

About | Terms of Use | Support

Your dashboard includes these sections:

Summary — The top of the dashboard shows the total number of sites in your account, the number of sites
with at least one infection, and the total number of infections across all sites.

Infections Detected — This graph displays the number of infections detected by all scans over the last 7
days or 14 days. Mouse-over any day to see the number of infections by severity level. Note that this
graph includes the sum of all detections by all scans completed on each day. That means if you scan the
same site more than once in the same day and the same infections are detected, then the infections will be
counted more than once. A green check (@) indicates that scans were completed but no detections were
found. An empty bar indicates one of the following: 1) no scans were launched on that day, 2) scans were
launched but they were cancelled or had an error before any detection was found, or 3) scans were
launched but there was no host alive.

Infected Sites — This is a list of sites in your account with infected pages. Click the site title to view the
pages on the site where malware was detected.

Your Last Scans — This is a list of the last 5 scans launched on sites in your account. The most recent scan
is listed first. The scan status is shown for each scan as well as the highest severity level detected by the
scan (for finished scans only). A severity level of SAFE indicates that the scan finished and no malware
was detected by the scan.

Your Upcoming Scans — This is a list of the next 5 scans scheduled to run.
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Add a Site to Scan

The first step to scanning for malware is to add the site you want to scan to your account. Click the Add
Site button on your dashboard and then provide site details, scan options and set scheduling options to
automatically scan the site on a recurring basis (optional). (Note: Turn on help tips in the wizard title bar
to view online help for each of the settings. When turned on, help tips will display when you mouse over

field names.)

Da{ Step1of3

o Site Details

2 Scheduling

Cancel

Add site details manually or by uploading a CSV file.

Source file (CSV Format)
"1 have 2 CSV file to upload

{*) REQUIRED FIELDS)

Site Details
Please enter information about the site you would like to scan for malware.
Title*

My Site

Ste URL*
http://www.mysite.com/demo

Scan options
High level is recommended for high bandwidth usage Maximum Pages

The maximum number of pages the web crawler

Maximum Pages (1 - 5000) e e

250 ~ Go to Account Information to see the maximum

. pages allowsd for your account. Click the About link

Scan Intensty atthe boltom of the screen, and then go to Malware
Low v Detection

Assign Tags

Double-click a tag in the listto assign itto the site. Assigned tags appear below: (Mote that you can add tags to
the site at a later time

v Create Tag

A quick way to add several sites at once is to upload them from a CSV file. Simply select the “I have a
CSV file to upload” check box (shown above) and then browse to your CSV file. Please make sure the

CSV file is formatted correctly by following the guidelines that appear on the screen.

Newly added sites appear on the Sites list in the Asset Management section. To see this list and manage

the sites in your account, select Assets on the top menu.
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Scans

Select Scans to go to Scan Management. The Scan List tab is where you view scan history, launch new
scans, cancel scans in progress, and view the results of completed scans.

@uarysGuarp:
MDS - Help ~ Palrick Slimmer ~ Log Out

Dashboard  Scans Reports Assets  KnowledgeBase

@ Scan Management Scan List Infected Pages Schedules

Fiers: (0} appiied Show Fiters
| Actions || New Scan 1-80f8| | @ &b v
sites ] SeanTitle Scan Date Scanned Pages  Status Severity
[ Daiy Scan - Demo Site 14 Feb 2012 1 Finished SAFE
[ ieekly Scan (Mon, Wed, Fri) 13 Feb 2012 10 Finished
My Site SAFE
@) [ corpste 13 Feb 2012 20 Finished
[T Products Page 13 Feb2012 0 HostHotAlive -
Demo
SEEETHRE) [7] Sean My Site - Feb 13 13 Feb 2012 10 Finished
Corp Site [ pemo 13 Feb 2012 1 Finished SAFE
Scans performed (2)
[ corpsite 13 Feb 2012 20 Finished SAFE
Products Page
Scans performed (1) [[] Scan mwtestinfo 10 Feb 2012 10 Finished

About | Terms of Use | Support

Launch a New Scan

If you defined a scan schedule when creating your site, then your scan will run automatically at its
scheduled time. You can also launch scans on demand. To do so, click the New Scan button. Then use the
Launch New Scan wizard to define scan settings.

Ol.\\\'“

Step 1 of 2 Provide a title for your scan and set scan options
o T »  Definition {7 REQUIRED FIELDS
Scan Title*

2 Review and Confirm R ———

Site Title*
My Site >

Site URL

http:/ /www.mysite.com/demo

Scan opticns

Select maximum pages to be scanned and scan intensity
Maximumn Pages®
~
20 Z
Scan intensity™
Low i

If malware infections are detected by the scan then you will be alerted by email. Log back into the service
to view the complete scan results and generate reports.
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View Scan Results

When a scan is finished, you can view the scan results from the Scan List

tab under Scans. Use filters to

help you quickly identify the scan you’re interested in. To only display scans launched on a particular
site, select the site name from the Sites list on the left side of the screen. Additional filters are available by
clicking the Show Filters link above the list area. Once you’ve identified the scan you’re interested in,

double-click the scan row (or select View from the Quick Actions menu).

@uarysGuarp:
MDS Help ~ Palrick Slimmer ~ Log Out
Dashboard  Scans Reports Assets  KnowledgeBase
@ Scan Management Scan List Infected Pages Schedules

Fitters: (0) applied

| Actions v || New scan

1-30f3[ | @ &b v

sites [ SeanTitle Scan Date Scanned Pages  Status Severity
- eskly Scan (Mon, Wed, Fri) Quick Actions [T p——
R [7] scan My Site - Feb 12 View Report | 4y Finished

View
My Site.

y HIGH

Scans performed (3} [7] pemo 10 Finished [ HiGH |

Scan Again

Demo
Scans performed (2)

Corp Ste
Scans performed (2}

Products Page
Scans performed (1)

Show Fiters

About | Terms of Use | Support

A list of pages on the site that were scanned appears. For each page, the following information is shown:
the number of detections found at each severity level (High, Medium, Low, Info), the highest severity

level detected for the page (in the Severity column) and the scan status.

@uavsGuaror
MDS Help ~ Patrick Slimmer + Log Out
Dashboard Scans Reports Assels KnowledgeBase
a Scan Management Scan List Infected Pages Schedules

« Back to scan st

Weekly Scan (Mon, Wed, Fri)

\ Actions ¥ Severty | All v 1-100f 10 2 v
[ Page URL Page Name High Med Low Info Status Severity

p mysit p\nrerVML 1 1 0 0 Finished

0 myst Ve Ol ol unsat.. 1 z 0 0 Finished

] mysit 2 0 0 0 Finished

B mysit Reputation Detection Test - IFram._ 1 0 1 0 Finished

B mysit Reputation Detection Test - Linkto_.. 0 0 1 0 Finished Low

B mysit 0 0 0 0 Finished

[T ttpottvs . mysit 1S06-014 MDAC Windows Shell .. 2 4 0 0 Finished

] mysite. 1. 1 0 0 0 Finished

al] mysit 1S06-014 Windows Shell Acces... 1 2 0 0 Finished

[T htto:rvevew. mysite. comidemolmalw are-demos/Kilbits!... Killbit Detection 0 1 0 0 Finished | wED |

About | Terms of Use | Support

Now double-click a page row (or select View Detail from the Quick Actions menu) to see specific threats

detected for the page.
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The Threat Details window appears with the number of threats found on the page. For each threat, the
following information is shown: the threat name, QID, severity, description and specific scan test results
returned by the scan engine.

Ol ALYS

Threat Details 2
9 MS07-004 Internet Explorer VML Exploit T

2 threats found

Page Ul B
e trL Threat 1. AWell Known Malicious ActiveX Control was Detected oy

QID: 207001 =

Some ActiveX controls have an history of security ities and
use in exploit kits. An attempt to load such a control is a strong indicatar of
malicious intent

Results
CLSID: {10072CEC-8CC1-11D1-986E-00A0CIS5B42E]

Threat 2. AMalicious Process Launch Was Detected
QID: 206012

Upon visiting the Web page, a process launch was detected by the malware
detection service. External process launches should never occur in normal Web
browsing activity. This is an indication of malicious behavior. The process launched
is noted in the Results section

Results
Process creation was attempted on application calc.exe with -
paransters (Undefined) 7

Close

View Infected Pages

To see all scanned pages where malware was detected, go to Scans and click the Infected Pages tab. From
this list, you can drill-down into threat details for any page on any site and rescan a specific page.

@LJALYSGUARD'

MDS - Helpr | Patrick Simmer~ | Log Out

Dashboard Scans Reports Assets KnowledgeBase

@ Scan Management Scan List Infected Pages Schedules

Fiters: (0} applied Show Fitters

| Adtions v 1-g0f8 | @ Gh v
Sites [ Page URL ~ High Med Low Severity

i HIGH
= P mys - ] 0 [ HicH |
Infections found (21} T o v View 0 . o
Rescan page

UED i e HIGH
Infections found (21} B hitp S 0 g [HicH]

B myste. 1 1 0

o myst 1 2 0

] myste. 1... 1 H 0

& myst: 2 4 0

o mysite. 0 1 0 | meD |

B mysite. 1 0 0

About | Terms of Use | Support
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Manage Scan Schedules

The service supports regularly scheduled scanning to monitor sites on an ongoing basis with email alerts
to quickly notify you when infections are detected. You can schedule scans to run daily, weekly or
monthly. To manage scan schedules, go to Scans and click the Schedules tab. From this list you can
create new schedules for the sites in your account, and take actions on existing schedules.

@uawvsGuaror

MDS Help ~ Patrick Slimmer + Log Out

Dashboard Scans Reports Assels KnowledgeBase

@®) scanManagement  “Scanlist | | infected Pages | R

Fiters: (0) applied Show Fiters

Actions v | | New Schedule 1-4ofa| | @ G

0 Name Site Title Next Date -

Corp Site Quick Actions 14 Feb 2012

View

[] Daily Scan - Demo Site " 15 Feb 2012
Edit

[] Weekly Scan (Mon, Wed, Fri) Save As 15 Feb 2012

]

Deactivate

Delete

Preview

Adiions ¥

Corp Site

Site URL: hitp:iiwww.mycorpsite.com
Updated by Patrick Slimmer (pslimmer) | 14 Feb 2012 1:10PM GMT-0300 | Active (00:10:03)

Max Pages: 250
Intensity: LOW

Oceurence Next Date
Daily 14 Feb 2012 5:30PM
GMT-0800

About | Terms of Use | Support

Reports

Select Reports to go to Report Management. This is where you generate and save new reports, download
reports, and securely distribute encrypted PDF reports to other users.

These report types are available:
e Scan Report — Report on results from a single scan.
e Site Report — Report on results for a single site or all sites with a specified tag.

¢ Summary Report — Generate an interactive report with a summary of the scans launched over a
selected date range. This report may be run on a single site or all sites with a specified tag.

Generate a New Report

Click the New Report tab to generate a new report. In the “Define your new report” window choose the
type of report you want to create (Scan, Site or Summary) and select the information source for the report.
The options that appear are specific to the selected report type. For a Scan Report, select a saved scan to

report on. For a Site Report or Summary Report, choose a site by name or select a tag to report on all sites
with the specified tag.

In the example on the next page, the user is generating a Summary Report based on all sites with the tag
“Malware Domain Assets”.
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Ol;..\w%

1-30f3
Configure your report with two simple steps Wl

Ftus Generation Date
Report type (*) Required Fields
Choose the type of report™

Summary w7

Information source

© Report by Site

@ Report by Tag

Walware Domain As...

Each report you generate opens on its own tab in the Report Management section. The service supports up

to three open reports at one time. If you select New Report while you have three open reports, you will be
prompted to save or delete the oldest report.

@uawysGuarp:
MDS - Help~ Patrick Slimmer = Log Out
Dashboard Scans Reports Assets KnowledgeBase
I.III Report Management Report List Scan report Site report Summary report % New Report
Summary Report Change
Tag: Malware Domain As. Sites: All ¥ Date Range:  Last 7 days ¥
Scan Volume Threats by Severity
85
o High Total Threats
29 65
51 Medium
30
34
Low
17 6
0
Thu Fri Sat Sun Maon Tue Wed
Malware Detection Timeline
y Feb Today
Sites g 10 " 12 13 14 Wed. 15, Feb
My Site - - - - HIGH -
Demo - - - - - 9 9
Corp Site - - - - - o -
About | Terms of Use |
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Save the Report

After generating your report online click the “Save report” button to save the report to your account. You
may save the report in one of these formats: ZIP, PDF and Encrypted PDF. When saving the report, you
have the option to change the report name and add tags to the report. Users who have one or more of the
applied tags assigned to their scope will be able to view and download the report. If saving the report in
encrypted PDF format, you’ll also be prompted to provide a report password and an email distribution list
for distributing your report. All saved reports appear on the Report List.

View the Report List

The Report List is where you view saved reports. Saved reports appear here automatically. From this list
you can download saved reports, add tags to reports, and send encrypted PDF reports to additional users.

@UALYSGUARD‘
MDS

Dashboard Scans Reports  Assets

nill Report Management Report List

Fiters: (0) applied

| Actions » | | New report

! Hame

[ summary Report

Report on My Site (Feb 14)

["] Summary Report - Feb & to Feb 13

[] Scan Report - My Site

KnowledgeBase

New Report

Hep~  Patrick Simmer~  Log Out

Show Fiters

1-4of4| | @ &b v

Format Type Status  Generation Date ~

POF (Encrypted)  Summary Complete 14 Feb 2012

Site Complete 14 Feb 2012

View

Summary Complete 13 Feb 2012

Download

Scan Complete 13 Feb 2012
Add Tags

Delete

Preview

Adlions ¥

Report on My Site (Feb 14)
Type: Site Report

Generated by Patrick Simmer (pslimmer) | 14 Feb 2012 9:47AM GMT-0800
Format: Compressed HTML pages (ZIP}

Tegs: ([ West Coast Walware Domain Assets

Complete (expires in 7 days)

Downloads

1

About | Terms of Use | Support
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Assets

Select Assets to go to the Asset Management section. This is where you add and manage the sites you
want to scan for malware.

@uawysGuarp
MDS - Help~ Patrick Slimmer = Log Out
Dashboard Scans Reports Assets KnowledgeBase
o—
1= Asset Management Sites Tag Management

Fitters: (0) applied Show Fitters.

| actions v | | add site || new Scan || new seheduie

1-d014| | @ Gh v
ml Site Title =+ Site URL Tags
D Corp Site hitp:ifww w.mycorpsite.com Malware Domain Assets [ Corp Sites. [ San Francisco
[] Demo http: i v vi. mysite2.com Malware Domain Assets
My Site Quick Actions SR Malware Domain Assets | [ west Coast
Vi
[[] Products Page h pm
Edit
Add Tags
Scan
View Report
Preview Actions ¥
My Site

Site URL: http:/iwww.mysite.com/demo
Last scan by Patrick Simmer (pslimmer) | 14 Feb 2012 10:54AM GMT-0800 | Finished (00:04:31)
Max Pages: 20
Intensity: Low

About | Terms of Use |

Tag Management

The Tag Management tab under Assets is where you manage the tags that are used in your subscription to
organize sites into meaningful categories. All tags in the subscription are listed. You can create tags that

represent organizational groups (business units), geography (locations) or any other useful categorization.
Tags can be applied to a site and used in reporting.

@uarysGuarp:
MDS Helpr | Patrick Simmer~ | Log Out
Dashboard Scans Reports Assets KnowledgeBase
:= Asset Management Sites Tag Management
Fiters: (0) applied Show Fiters
| Adtions ¥ || NewTag [~ hd
HName ~ Created
o[ corpsies 14 Fep 2012
- [ East coast Quick Actions
™ ¢ Walware Domain Assets View
Edit
I & [ Produstion Stes
Wove to root
I 4 westcoast
Delete
[l >l Los Angeles
[ senFrancisce 14 Feb 2012
T o Seattle 14 Feb 2012

About | Terms of Use | Support
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KnowledgeBase

Select KnowledgeBase on the top menu to access the KnowledgeBase of QIDs detected by the service.
Each QID is assigned a severity level (High, Medium, Low or Info) to help you prioritize remediation
efforts. Click the Show Filters link to filter the list of QIDs based on severity level. To view details for a
particular QID, select View from the Quick Actions menu.

@uawrsGuaror

MDS - Help~ Patrick Simmer ~ Log Out

Dashboard  Scans  Reports  Assets  KnowledgeBase

KnowledgeBase KnowledgeBase

Fiters: (0) applied Show Fiters
| Actions v 1-260126 | | & Gk v
an Name -

»

208002 Your Web Stte Domain is Blackiisted

207003 m Virus was Detected

soeotz | Change Was Detected
208012 AMalicious Process Launch Was Detected

206011 AMalicious File Write Was Detected

208000  Content was Loaded from a Remote Malicious Page
206010 IFrame src includes encoded data

206008 Awuinerable control was instantiation

206008 IFrame included has 0 height 0 width

208008 Scriptincludes Document Write and has over 15% forward slashes (JavaScript)

M H BB HH
Al B B B B A
B OB OB OB ES 3

208005 Scriptincludes Document Write and has over 20% encoded characters (JavaScript)

Preview | Actions v

A Match to a Known Virus was Detected
QiD: 207003

Updated on 16 Nov 2010 2:10PM GMT-0800

About | Terms of Use | Support

Centralized Management

QualysGuard MDS Enterprise Edition supports multiple user accounts with user-defined roles and scopes.
Create the roles you need to support your user base and assign appropriate permissions to each role.

Manage users using the Administration application.

@uaLysGuarp
Modules -~ Help~ Patrick Smmer = Log Out
Welcome back Patrick, To learn mare about the ather applications

inthe QualysGuard Suite »
Thank you for using QualysGuard
We'd love to hear your feedback »

You have 2 applications available in your subscription:

Malware Detection Service Administration
Scan and Monitor Your Sites for Malware Infections Manage application users and permissions
Visit now Visit now

About | Terms of Use | Support
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In the Administration application, go to the User Management tab to see a list of users in your
subscription. From here you can make changes to user account settings and create new users. Each user is
assigned roles with permissions (what the user can do) and scopes (what the user can access).

@uarvsGuaro:

Admin Help~ Patrick Slimmer ~ Log Out
Users  Action Log

]
Dl)sername

Quick Filters pslimmer

I Super User
I Global Scope

1-20f2 | | @ &b v
- First Name Last Name Email Address

Noah Vil nvail@qualys.com

Shimmer pslimmer@qualy. ..

View
Edit

Delete
Tags

Search or add a tag v

Last Login Date

Select a date
Roles .
Preview Adtions ¥
Search or add a role ¥ . :
Patrick Slimmer
Email: psimmer@qualys.com
Last Update Date P @auay
Username: psimmer | Last logged in on 14 Feb 2012 3:16PM GMT-0800 | Active
Select a date

Roles: All roles granted
Tags: —

About | Terms of Use | Support
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